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IT Recovery strategies
Critical elements of a disaster recovery plan entail the IT Recovery strategies. This section includes the systems, the application, and the data that the whole process uses in the event of a disaster. The IT recovery is complete when hardware, the information system, data, software, and connectivity are available. The disaster recovery process can only take place in a conducive environment (Hiatt, 2018). This implies that the process can just be done in a secure computer room with back up services Key elements of disaster recovery plan entail the IT Recovery strategies Key aspects of disaster recovery plan entail the IT Recovery strategies (Sahebjamnia, Torabi & Mansouri, 2015).
The hardware components of the disaster recovery plan include devices like computers, servers, and many more wireless devices. Also, critical elements of a disaster recovery plan include services from the network provider. This section contains items like cables and fibers (Wallace & Webber, 2017). 
The software components of disaster recovery plan encompass electronic mail and mechanisms that make use of electronic data interchange. It is also crucial for the process to include data restoration procedures. To ensure continuity of the business or operation of an entity, the disaster recovery plan must consist of a well-planned data backup plan. Without data backup plan, the process of the company can be thoroughly compromised in the event of a disaster. In simpler terms, the data backup implies that all items are in duplicate. The main aim of the disaster recovery plan and the data backup is to ensure that the business continues to function, even if at a minimal level in the event of a disaster (Sahebjamnia, Torabi & Mansouri, 2015).
Internal, external and environmental risks which affect the business
Internal threats
Employees; disasters in an organization are not from inside sources alone. Employees often are a source of threats to quiet operation within an organization. The employees can sell the information from the organization to potential competitors. This factor can disrupt one organization and even finally make it cease operating. The technology used; outdated technology can be a threat to the operation of an organization. Without secure technology, businesses are vulnerable to cyber-attacks (Watters, 2014). Malicious people are more likely to attack organizations with obsolete technologies and cause losses and other disruptions. The operation, Physical; computer damage and theft are other internal threats that should never be underestimated.  Organizations should secure information systems rooms and minimize issues that can damage the information systems of businesses (Sahebjamnia, Torabi & Mansouri, 2015).
External threats
 Economic-pricing pressure- price wars are economic threats that can affect operations of businesses. This factor is closely connected with employees as a threat factor. Employees can pass information to competitor organizations. This factor hurts the economic well-being of an organization. Natural-earthquakes; earthquakes are natural events that can disrupt the operations of entities. Severe earthquakes can wipe out a given business from the market. Political-law and legislation; political upheavals are threats to the well-being of bodies. Political issues are causes of disasters. Laws that are against operations of businesses are yet another source of catastrophe (Daley, 2016). Competitor; employees can initiate competition, as earlier explained. Analysis from this perspective is an example of an internal threat. However, race can also be an external threat and a disaster to an organization.  Emergent technology; old technology and trends in technology can be classified both as external and internal threats. New technologies can be used to hack systems of entities, therefore posing as external threats and needs a disaster recovery plan for recovery and restoration. Changes in an environment in the environment include environmental issues like flooding, hurricane, landslides, tornadoes and many more which affect the normal operations and information systems of organizations (Sahebjamnia, Torabi & Mansouri, 2015). 
Shared site agreements, alternate sites, hot sites, cold sites, warm sites; identify the most appropriate for the scenario equipment at the alternate data centre

	Data centre contents include devices and technologies that gravitate around servers and workstations. Additionally, alternate sites should have components of disk drives that are external, tapes that are used for backup cases and active communication channels. An alternative site should have an efficient network cabling system. Spare parts equipment and well documentation are crucial in alternate sites (Sahebjamnia, Torabi & Mansouri, 2015).
[bookmark: _GoBack]In disaster recovery plan, hot sites refer to the locations where the businesses can continue to operate its network or its equipment. Operations can be transferred to a tropical place when services at the primary data centre are unbearable. Newcastle University can use the Main Conference Room to be its hot site (Toigo, 2013).  A cold site is mainly empty but very secure. Newcastle University can choose any room which is safe with adequate lighting and communication services to be its cool site (Sahebjamnia, Torabi & Mansouri, 2015).
The warm site does not rely on dedicated storage. For recovery, sunny locations depend on other backups. Following the analysis, Newcastle University can place its sunny sites in one of the satellite universities, from where it be easily shared with other data centers. Shared site agreements are most familiar with sunny locations.
There is no specific standard for choosing sites in a disaster recovery plan, and this factor creates difficulty when need to pick place arises.  However, the sites depend on geographic diversity (Bauer, 2012). Determination of geographic diversity itself poses as a challenge to many disaster recovery plans. High-level disasters like a hurricane can take place in recovery and primary sites. However, evaluating, documenting and presenting provide a fit strategy that can be used to select the best location. The evaluation seeks to address the business needs and focuses on disasters that can take 12 hours to two weeks to respond, recover and restore. If the database is more than 200 miles away, then evaluation selects other data center as the ideal site. A business may be affected by natural disaster and issues of distance are significant concerns (Sahebjamnia, Torabi & Mansouri, 2015).

Testing methods; a brief explanation of why it should/ should not be included in the DRP test plan

Testing is an essential component of the disaster recovery plan. The testing processes help in determining the program that can work and which does not. It the testing plan is not valid, then the entire disaster recovery process is prone to failure. The disaster recovery plan can be tested through paper tests, walkthrough tests, simulation, parallel test, and cutover test (Sahebjamnia, Torabi & Mansouri, 2015).
In the cutover test, the recovery systems assume production. The systems are created in a way that understands workload production. Simulation is based on response plans and emergency. Walkthrough test recognizes changes and issues. Paper test is built to annotate what the recovery process does. The parallel analysis is made to perform and support other crucial operations while executing different production workloads. All these test plans should be included in the test plan as they determine what works. The process of disaster recovery and restoration depends much on the effectiveness of the testing methods (Sahebjamnia, Torabi & Mansouri, 2015).
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